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In 2010, four young New York university students were listening to a speech by law professor and 
free software foundation advocate, Eben Moglen, entitled: “Freedom in the Cloud: Software Free-
dom, Privacy, and Security for Web 2.0 and Cloud Computing” (2010). Moglen, also known as the 
author of the dotCommunist Manifesto (Moglen 2003), a document where he, inspired by Marx, 
propagates a contradiction between free information and multi-national capitalism in the age of the 
Internet, describes in his speech the surveillance-based heteronomy that users face within an In-
ternet controlled by large corporate monopolists. Corporations, such as Facebook and Google, are 
able to dictate “take-it-or-leave-it” terms and provide users with a dubious but working privacy-
threatening deal: “I will give you free web hosting and some PHP [personal home page tools] doo-
dads and you get spying for free all the time” (Moglen 2010). Moglen challenges the status quo by 
stressing that the situation need not be the way it currently is. Technological means that are cur-
rently available, he points out, provide us with a potential alternative to an Internet controlled by 
powerful centres. He calls upon his audience: “We’re technologists, we should fix it [...]. You know 
every day that goes by there’s more data we’ll never get back. Every day that goes by there’s more 
data inferences we can’t undo. Every day that goes by we pile up more stuff in the hands of the 
people who got too much” (Moglen 2010). 

The four students were inspired by Moglen’s call to start developing an alternative social net-
working site (SNS), Diaspora*, that was soon and perhaps too soon celebrated as the potential 
Facebook-Killer. The euphoria comes, on the one hand, from Diaspora*’s quick success in fund-
raising. Via an Internet platform, they were able to raise 200,000 USD to get their project running. 
On the other hand, Facebook, the world’s biggest SNS and second most frequented website, has 
faced several privacy problems as well as growing user discontent. By now, Diaspora* has been 
released to a broader public, it has ensured itself further funding and has built up an organizational 
structure, but the software is still in its alpha phase and remains a work in progress – at least in 
terms of its future and role in the struggle for a sustainable information society. 

In the course of this paper, I describe Diaspora*’s way of production by pointing out its alterna-
tive character as part of the free software and copyleft movement. Second, dominant theories of 
privacy related to individual control, exclusion, and property are introduced. Third, the problem of 
privacy in capitalism is described wherein dominant concepts of privacy will be contextualised on 
behalf of a critical political economy analysis that refers to the Marxian concept of ideology critique, 
Marx’s differentiation between a societal sphere of production and a societal sphere of circulation, 
and his analysis of capitalist fetishisms. Fourth, taking into account the problem of privacy in capi-
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talism, the alternative potential of Diaspora* is evaluated. Finally, a brief outline of a Marxist theory 
of privacy is proposed. 

1. The Alternative Social Networking Site Diaspora* 
Apart from Diaspora*’s early stage of development, it looks similar and provides features akin to 
those of well-known commercial SNSs. In terms of social privacy, i.e. privacy relative to other SNS 
users (Raynes-Goldie 2010), Diaspora* allows users to specifically assign to different groups vari-
ous access opportunities in terms of their own activities on the SNS. Diaspora* can be described 
not only as an alternative to existing SNSs in terms of these elaborate settings for social privacy or 
in its funding through donations instead of advertising, but also particularly in the fact that the site is 
fundamentally different in its infrastructure and mode of production. This difference holds important 
alternative consequences for its users. In describing this alternative SNS, it is useful to distinguish 
between two levels. One is the code level; here, we are interested in how Diaspora*’s software is 
produced, what the means to produce SNS looks like, and in which social relations they are em-
bedded. The other level is the user level; here, we are interested in the use value of Diaspora*, 
such as its ability to satisfy users’ need for privacy. We will see that on Diaspora* the user level 
interacts with the code level in an important manner. 

Diaspora* is a distributed SNS, which means that uploaded user data are not stored and man-
aged centrally. Unlike Facebook and Google+, which process user data in huge server parks, Di-
aspora* consists of a potentially unlimited number of interoperating servers that are locally distrib-
uted and not controlled by a single organisation. Theoretically, it is possible for everyone to operate 
such a “pod”. Therefore, the Diaspora* project should be seen in the context of initiatives that seek 
to empower users to run personal, self-controlled servers easily. For instance, the Freedom Box 
initiative describes itself as “a project that combines the computing power of a smart phone with 
your wireless router to create a network of personal servers to protect privacy during daily life […]. 
The basic hardware and software components already exist. Our job is to assemble the right col-
lection of social communication tools, distributed services, and intelligent routing in a package any-
one can use to get the freedoms we all need right out of the box” (Freedom Box Foundation n.d.). 
Practically, however, there are a limited number of servers1, hence the social network is not yet 
distributed widely. Nevertheless, the principle behind Diaspora* is aimed at this direction: “Get 
started on a community pod and then move all of your social data to a pod you control. Diaspora*'s 
distributed design means that you will never have to sacrifice control of your data” (Diaspora* 
n.d.a). The effect of this structure is that “as soon as it becomes public that a company is exploiting 
the data of the users of its pod, they move away and the company is dead (in that sector). So the 
product shifts from you being the product to the software being the product” (Diaspora* 2012).  

Chopra and Dexter (2006) describe the traditional capital strategy to make profit in the informa-
tional economy: capital is closing the source code and this means excluding others from this code 
on behalf of private property rights. “In this model then, the ‘means of production’ remain with the 
corporate owner of the software, because the worker is unable to modify the code” (Chopra and 
Dexter 2006, 8). Due to the specific quality of the means of production, however, the production of 
informational goods, such as software code, comes potentially in conflict with capital interest for the 
following reasons: 

 
• Information is produced and diffused by networks,  
• information is hard to control in terms of accessibility and ownership, 
• and as information is intangible, it can easily be copied and owned by many, which conse-

quently undermines individual private property (Fuchs 2009, 76f.; see also Benkler 2006, 60). 
 

Marx argues that the “social relations between the producers, and the conditions under which they 
exchange their activities and share in the total act of production, will naturally vary according to the 
character of the means of production” (Marx 1849/2006, 28). The Diaspora* software is produced 
and developed according to a mode of production that can be called “peer-production” (Benkler 
2006, Bauwens 2005), which is a way of producing goods and services that relies on self-
organizing communities of individuals who come together to produce a shared and desired out-
come. Instead of being exchanged, outcomes and inputs of the working process are shared. Goods 
and services in peer-production are therefore not commodities, because “only the products of mu-
tually independent acts of labour, performed in isolation” can become commodities (Marx 
1867/1976, 57).  

                                                        
1 See list at http://podupti.me/ 
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In terms of forces and modes of production, Marx argues further that “at a certain stage of their 
development, the material forces of production in society come in conflict with the existing relations 
of production, or – what is but a legal expression for the same thing – with the property relations 
within which they had been at work before” (Marx 1859/1909, 12). The Diaspora* software, to 
which access is needed for users to set up their own pods, is (mainly) licensed under the GNU’s 
Affero General Public License (AGPL). This license, provided by the Free Software Foundation, 
follows a principle called “copyleft”. Copyleft says that code must be free software and works like 
this: “I make my code available for use in free software, and not for use in proprietary software, in 
order to encourage other people who write software to make it free as well. I figure that since pro-
prietary software developers use copyright to stop us from sharing, we cooperators can use copy-
right to give other cooperators an advantage of their own: they can use our code” (Stallman 2010, 
129). Copyleft uses existing property regimes to subvert them and uses the power of the right to 
property to avoid exclusive appropriation of software code (de Laat 2005; Wolf, Miller, and 
Grodzinsky 2009). It can be understood as a self-protecting measure for a specific mode of produc-
tion and as an expression of the conflict that Marx has denoted. It is self-protecting for it requires 
any adaption of the free software code to be free software and licensed under the copyleft principle 
again. This clearly runs contrary to the capital strategy of excluding others in order to make profit. 
Copyleft suspends the capitalist logic within a limited realm because “the capital relation presup-
poses a complete separation between the workers and the ownership of the conditions for the real-
ization of their labour” (Marx 1867/1976, 874). 

In the case of Diaspora* and other free software, contributors really own the conditions for the 
realisation of their programming, thereby ensuring that work and the realisation of their work cannot 
be torn apart and alienated from each other. The distinction between being a consumer and pro-
ducer is blurring within the realm of the Internet and SNS (Toffler 1980, Bruns 2008). So, users can 
become productive and contribute to the social network because they can, due to the freely availa-
ble software, run their own pod or migrate from non-trustworthy pods to trustworthy ones. In the 
case of Diaspora*, we can see that the quality of the code level affects the user level and enables 
greater user control.  

The previously quoted famous and controversial preface to A Contribution to the Critique of Po-
litical Economy also claims that “the sum total of these relations of production constitutes the eco-
nomic structure of society – the real foundation, on which rise legal and political superstructures 
and to which correspond definite forms of social consciousness […]. With the change of the eco-
nomic foundation, the entire immense superstructure is more or less rapidly transformed. In con-
sidering such transformations, the distinction should always be made between the material trans-
formation of the economic condition of production […] and the legal, political, religious, aesthetic or 
philosophic – in short ideological forms in which men become conscious of this conflict and fight it 
out” (Marx 1859/1909, 11f.). It is important to comment further on this quote. Marx says that the 
entire relations of production correspond with the social consciousness and ideas in different life 
spheres. He makes such claims from a very high level of abstraction; for him the passage is a guid-
ing principle or a “leading threat” of investigation (Marx 1859/1909, 11). It is obvious that Diaspo-
ra*’s mode of production, apart from perhaps being a germ form of an alternative society (Fuchs 
2009, 77), does not represent contemporary society’s entire relations of production. Furthermore, 
Marx points in this quote to a potential asynchrony between economic foundation and ideological 
superstructures. Both constraints denote the importance of analysing these very ideological struc-
tures.  

Commercial SNSs consistently come into conflict with privacy and have evoked several public 
outcries. These include complaints against the leading SNS, Facebook, such as the complaints by 
the Electronic Privacy Information Center, the complaints by Austrian students addressed to the 
Irish Data Protection Commissioner (Europe versus Facebook 2011), or the investigation by the 
Nordic data inspection agencies (Datatilsynet 2011), which led to Diaspora*’s apparent quick suc-
cess and distinctive self-understanding as a result of its focus on privacy. Diaspora* describes itself 
as “the privacy-aware, personally controlled, do-it-all open-source social network” (Diaspora* 
2010). Its self-understanding distinguishes Diaspora* from the practices and the nature of dominant 
SNSs such as Facebook and Google+, and highlights how the site frames itself as an alternative 
SNS. 

In order to be able to evaluate which role privacy can play in an alternative SNS project, I need 
to explain what privacy commonly entails (section 2) and how it fits into capitalist society (section 
3).  
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2. Dominant Theories of Privacy: Individual Control, Exclusion, and Property  
The starting point of the modern privacy debate was an article by Samuel D. Warren and Louis D. 
Brandeis published in 1890. The motive for writing this article was an infringement during the wed-
ding of Warren’s daughter by the press. In this article, privacy is defined as the “right to be left 
alone” (Warren and Brandeis 1890/1984, 76). “The right to be left alone” is identical with the liberal 
core value of negative freedom (Rössler 2001, 20f.), and as such it determines most of the subse-
quent theoretical work on privacy and situates it within the liberal tradition. The plethora of values 
that are associated with privacy, such as the value of freedom, autonomy, personal well-being and 
so forth, mostly stem from this very kind of thinking. Serving these values, informational privacy is 
today most often defined either as control over the flow of information or over the access to infor-
mation. For Alan F. Westin, “privacy is the claim of individuals, groups, or institutions to determine 
for themselves when, how, and to what extent information about them is communicated to others” 
(Westin 1967, 7). Westin focuses on the control of information, which makes him a prototypical 
proponent of “control-theories” of privacy (Tavani 2008, 142f.). On the other hand, there are “ac-
cess-theories” of privacy (Tavani 2008, 141f.). Gavinson, for instance, relates privacy “to our con-
cern over our accessibility to others: the extent to which we are known to others, the extent to 
which others have physical access to us, and the extent to which we are the subject of others' at-
tention” (Gavinson 1980/1984, 347). If we combine these two major strands of privacy approaches, 
one can speak of privacy as individual control over access to personal information (Moor 1997; 
Tavani 2008). Some authors challenge the non-determination of “privacy as control” definitions 
(e.g., Wacks 2010, 40f.; Solove 2008, 25); they argue that these theories fail to define the content 
of privacy. In fact, control theories deal with the “freedom to choose privacy” (Wacks 2010, 41), 
rather than a determination of the content to be deemed private. Here, privacy is what is subjective-
ly seen as private; such theories, therefore, foster individuals’ exclusive control over their data, and 
do not want to and cannot lay claim to privacy within a good society and a happy fulfilled life (Jag-
gar 1983, 174). Access theories differ on this point; these theories can denote a realm of privacy 
that is not at the disposal of the individual’s choice by any means (Fuchs 2011b, 223). For in-
stance, such determinations of privacy could include the agreement that individuals’ bodies, homes 
or financial issues such as bank secrecy, are inherently private. In access theories, privacy is what 
is objectively private and, therefore, theories as these can conjure up constraints to individuals’ 
control over their data in terms of certain values. It is crucial to understand that access theories 
may allow thinking about what privacy should be in a good society, but not as a matter of necessity. 
In fact, access theories of privacy are also most often situated within the liberal tradition and have a 
limited notion of societal issues as the stress is on the individual control aspect. 

A resemblance between privacy and property is often noted in the literature (Lyon 1994, 186; 
Laudon 1996, 93; Brenkert 1979, 126; Habermas 1991, 74; Goldring 1984, 308f.; Lessig 2002, 
250; Hettinger 1989, 45; Geuss 2001, 103; Sofsky 2007, 95f.; Solove 2008, 26-28; Moore 2008, 
420; Kang 1998; Litman 2000; Westin 1967, 324-325; Varian 1997; Samuelson 2000), but has 
rarely been analysed critically (exception: Fuchs 2011b).  

A broad notion that expresses its fundamental character for human life and fits in with various 
kinds of property, understands property as a social relation with regard to (tangible and/or intangi-
ble) things (Pedersen 2010c). Macpherson speaks about three possible forms: private property, 
state property, and common property. He points out that private property and state property are of 
similar structure, since in both the social relation with regard to things is exclusionary (Macpherson 
1978, 5). Macpherson further remarks upon three shifts in the property notion, which took place 
when capitalism and market society appeared (Macpherson 1978, 9f.). These shifts include rele-
vant – and, as we shall see, ideological – identifications: private property, based on a relation of 
exclusion, is taken for property as such; property in the consumable means of life is identified with 
property in producing these means of life; and property in producing the means of life is identified 
with a specific property in producing the means of life, namely property of the labour force. These 
shifts are not arbitrary; rather, Macpherson argues that they are needed by market society and 
capitalism (Macpherson 1978, 9). Nowadays, private property is commonly associated with four 
aspects: the right to use, to abuse, to alienate or exchange something, as well as the right to re-
ceive the fruits that the usage of something generates (Munzer 2005, 858). Private property can be 
or probably has always been constrained by state or society (Christman 1996). However, “it may 
be called an absolute right in two senses: it is a right to dispose of, or alienate, as well as to use; 
and it is a right which is not conditional on the owner’s performance of any social function” (Mac-
pherson 1978, 10). 
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A relation of exclusion lies behind privacy as well as in the case of private property. I will now 
point to some similarities between both concepts on a phenomenological level. In the next section, 
the resemblance is then explored more systematically using Marxian theory. 

Most often, privacy is defined as an individual’s right against others and society (ensuring nega-
tive freedom), so one may conclude that an opposition against ‘the common’ lies behind the privacy 
discourse. In the age of the Internet, “just as the individual concerned about privacy wants to con-
trol who gets access to what and when, the copyright holder wants to control who get access to 
what and when” (Lessig 2002, 250). Consequently, there is much discussion about how, on the 
one hand, to understand, justify, and criticize intangible private property, and on the other hand, to 
analyse, welcome, or mourn the blurring between the public and private realm online (with respect 
to SNS: boyd 2007). Further similarities between privacy and private property can be found in their 
dependence on people’s class status (Goldring 1984, 313; Papacharissi 2010). It makes an im-
portant difference if one has private property only in things that one needs for life, or if one has 
much more private property than he or she needs for life. There are rich private property owners 
who possess far more housing space than they can ever use. On the other hand, there are poor 
private property owners, being on welfare, who only possess their labour power. In terms of priva-
cy, there are, for instance, people who rely on sharing the flat with other people that brings along 
several constraints in temporarily withdrawing from other people, or they may be forced to report 
their whole private life to state authorities (Gilliom 2001). However, there are people who have far 
more privacy. For instance, people who live in castles are well protected from any unappreciated 
intrusions, be they from other people, noise, or anything else. These people may be able to cir-
cumvent reporting their financial status to state authorities, using the law effectively on their behalf 
by means of tax and investment consultants. As much as private property, privacy is also good for 
different things depending on one’s class status. In capitalism, all people rely on having private 
property in order to satisfy their material and cultural needs. For the rich and powerful, private 
property ensures that they have the right to own the means of production and use them for their 
own purpose. For the poor, private property is essential because only via private property can they 
reproduce their labour power and ensure that they will make ends meet. In capitalism, all humans 
also rely on having privacy in order to be competitive within a society that forces them to compete, 
and at the same time to allow for spaces of escape from that competition (Geuss 2001, 88). Rich 
and powerful people’s call for privacy is not only about individuation, but moreover about ensuring 
the sanctity of their wealth while hiding its origin (one thinks of bank secrecy, for instance). The 
poorer people also call for privacy in order to protect their lives against overexploitation and other 
forms of powerful abuse by the rich (Demirović 2004).  

Not surprisingly, we know of theories that draw consequences from the outlined close connec-
tion between the individualistic control theory of privacy and private property by conceptualising the 
right to privacy as a right to property (Laudon 1996, 93; Lessig 2002; Kang 1998; Varian 1997). 
Property, according to the previously outlined identifying processes, is for these authors always to 
be understood as private property. Privacy as property would strengthen the individual control of 
personal data (Laudon 1996, 93; 97) and would prevent privacy invasions that occur when person-
al data is accessed non-consensually (Laudon 1996, 99). The “privacy as property”-approach de-
mands that “everyone possesses information about themselves that would be valuable under some 
circumstances to others for commercial purposes. Everyone possesses his or her own reputation 
and data image. In this sense, basing privacy on the value of one’s name is egalitarian. Even the 
poor possess their identity. In the current regime of privacy protection, not even the wealthy can 
protect their personal information” (Laudon 1996, 102). Admittedly, with other political implications 
in mind, Lessig says, in the context of privacy as property, that “property talk [...] would strengthen 
the rhetorical force behind privacy” (Lessig 2002, 247). If privacy is property, then it becomes pos-
sible to speak about theft regarding the non-consensual usage of personal data (Lessig 2002, 255).  

3. Privacy as Ideology and Privacy as Private Property: A Marxian Critique 
In this section, I will use Marxian theory to analyse dominant notions of privacy. Thereby I refer to 
Marx’s concepts of ideology critique, commodity fetish, and his differentiation between a societal 
sphere of production and a societal sphere of circulation. Marx’s concept of ideology critique is 
used as an umbrella theory that includes his analysis of fetishisms as well as the differentiation 
between a sphere of production and a sphere of circulation. 

First, I must clarify what I mean by ideology. In general, ideology has different meanings. The 
term can be used neutrally to denote a worldview or a system of ideas. It can be used positively as 
a class struggle concept in order to mark positions within a struggle of beliefs. It can also be used 
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denunciatively to dismiss ideas as negative or dogmatic, and the term can be used in the sense of 
the Enlightenment to point to an objectivity that is not yet present or known.   

3.1. Marx’s Concept(s) of Ideology 

Marx has never outlined what he exactly understands by ideology; rather, there are different con-
cepts of ideology notable in Marx’s texts. Consequently, Marxist theory has developed different 
notions of ideology (Rehman 2007; Koivisto and Pietilä 1996; Žižek 1995; Eagleton 1991). I think 
that Marx‘s complete works show that he is committed to a concept of ideology that wants to en-
lighten through criticism (Rehmann 2007, 215), and I want to suggest a critical notion of ideology 
that includes three interacting aspects: a sociological, an epistemological, and a political dimen-
sion. All these aspects can be found in Marx. I propose that the problem of ideology consists of a 
specific form of human association that evokes a false consciousness as well as a structure of 
political domination.  

Ideology as false consciousness is often associated with Marxist theory and its interest in en-
lightenment. Frederick Engels wrote in a letter to Franz Mehring that “ideology is a process accom-
plished by the so-called thinker consciously, indeed, but with a false consciousness” (Engels 1893). 
Obviously, ideology has to do with falseness and this is its epistemological aspect. However, it is 
often forgotten that Marx connects the question of truth strictly to human practice. Within the The-
ses on Feuerbach he expressed this very well: “The question whether objective truth can be at-
tributed to human thinking is not a question of theory but is a practical question” (Marx 1845-
46/1998, 569). If the point is not only to interpret the world but to change it, as Marx suggested in 
the same manuscript (Marx 1845-46/1998, 571), then it becomes clear that ideology stops existing 
only if its societal preconditions cease to exist. For society, this demands changing practices and 
cannot be achieved solely through alternative “true” thinking. Marx interlinks epistemological ques-
tions of truth to sociological questions of human association and practice. In The German Ideology, 
Marx and Engels investigate forms of ideology along the modern division of labour between brain 
and hand. They introduce the societal role of the ideologist. Ideologists are removed from material 
production and can therefore imagine a “false” thinking which is detached from these processes 
(Marx and Engels 1845-46/1998, 67f.). Regarding The German Ideology, Terry Eagleton points 
towards a curious fusion of that epistemological aspect of ideology and a political definition (1991, 
79f.), because Marx and Engels situate the labour division also in the context of class society and 
political domination. They argue that:  

“The ideas of the ruling class are in every epoch the ruling ideas: i.e., the class which is the rul-
ing material force of society is at the same time its ruling intellectual force. The class which has the 
means of material production at its disposal, consequently also controls the means of mental pro-
duction, so that the ideas of those who lack the means of mental production are on the whole sub-
ject to it. The ruling ideas are nothing more than the ideal expression of the dominant material rela-
tions, the dominant material relations grasped as ideas; hence of the relations which make the one 
class the ruling one, therefore, the ideas of its dominance. The individuals composing the ruling 
class possess among other things consciousness, and therefore think. Insofar, therefore, as they 
rule as a class and determine the extent and compass of an historical epoch, it is self-evident that 
they do this in its whole range, hence among other things rule also as thinkers, as producers of 
ideas, and regulate the production and distribution of the ideas of their age: thus their ideas are the 
ruling ideas of the epoch” (Marx and Engels 1845-46/1998, 67).  

Marx’s talk of social relations here again points to the sociological aspect of ideology, and so we 
can reasonably claim that Marx’s concept of ideology stems from a form of human association that 
evokes false consciousness and a structure of political domination.     

3.2. Objective Forms of Thought as Societal Impingement Structures of Privacy Ide-
ologies 

If we do not assume a break in Marx’s works but rather recognize a certain continuity, then we can 
understand his most important work, Capital, as a clarifying application of previously developed 
categories, such as ideology and others. At the same time, it might also be seen as a narrowing 
since it focuses on the field of economy. In terms of ideology, we can indeed find narrowing clarifi-
cations of that concept. Within Capital, as I shall outline and contextualise in terms of privacy, the 
specific form of sociological association is commodity exchange which gives rise to epistemological 
falseness and political domination. The epistemological falseness consists of naturalising human-
made relations, where political domination is maintained through the appropriation of societal-
produced surplus by the capitalist. 
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In Capital, Marx analyses “forms of thought which are socially valid, and therefore objective, for 
the relations of production belonging to this historically determined mode of social production, i.e. 
commodity production” (Marx 1867/1976, 169). These forms of thought tend to be dominant pat-
terns of thinking, since commodity production and exchange are dominant in society. The process 
of commercialization of ever more spheres of life and human activities, such as education, media, 
ecology, human biology, and personality, is ongoing today and this means that ever more 
knowledge, content, natural resources, (genetic) codes, and personal data appear as exchangea-
ble commodities. Critical philosopher Theodor W. Adorno argues that it is the principle of commodi-
ty exchange that determines the whole development of society (Adorno 2002, 31f.; 43; 112) or 
even human fatality (Adorno 1972, 209). Marx himself states that specific capitalist forms of 
thought influence “all the notions of justice held by both the worker and the capitalist, all the mystifi-
cations of the capitalist mode of production, all capitalism's illusions about freedom, all the apolo-
getic tricks of vulgar economics” (Marx 1867/1976, 680). At the same time, one has to be careful 
not to universalise these forms of thought too much; it is important to stress that Marx highlights 
those forms of thought that have relevance for people in their role as marketers. While commodifi-
cation plays a key role within ever more fields of activity, we are not only marketers. A second limi-
tation of Marx’s assertion is that we cannot expect to know everything about ideologies by only 
analysing forms of thought. Wolfgang Fritz Haug has suggested understanding Marx’s investiga-
tions in Capital as societal impingement structures that are taken as a basis by and interact with 
the concrete work of ideologists (Haug 1987). I will try to mark points of intersection where objec-
tive forms of thought meet ideological privacy theories. Both privacy and property theories build on 
basal premises which are unquestioned because they originate from the marketer’s common sense 
behaviour. Such forms of thought affect privacy and property theories, but the opposite is also true: 
privacy and property theories contribute to maintaining these forms of thought and the related 
forms of capitalist association. In the following, what objective forms of thought look like is ex-
plained and how they can be related to privacy and property. 

3.3. Marx’s Fetish Argument: Deciphering Objective Forms of Thought 

Fetishism is used to denote inversions between subject and object, between humans and human-
made things or relations. According to Haug (2005, 161), investigating fetishisms means examining 
where man-made things exercise force over man. Marx addresses several fetishisms within Capi-
tal, starting with commodity fetishism. Marx observes that today, “the wealth of societies in which 
the capitalist mode of production prevails appears as an 'immense collection of commodities'” 
(Marx 1867/1976, 125), so that “only the products of mutually independent acts of labour, per-
formed in isolation” are meaningful to be exchanged (Marx 1867/1976, 57). Commodity exchange 
presumes a certain historical development of the division of labour. Obviously, there are different 
companies producing essential things, to which I do not contribute. The way to get these things is 
to exchange them for money. In this sense, we are all marketers. Marx asks the question of why an 
exchange of so many different things, such as shoes, video games, personal data, etc. is possible 
at all: what makes them comparable and exchangeable? He finds an answer while analysing the 
specific sociality of private and isolated production that, however, appears as strictly non-social 
because there is no direct agreement or planning among producers over what and how much to 
produce.  

Marx speaks of the differentiation between “abstract” and “concrete” labour as the crucial point 
for understanding the sociality of commodity production (Marx 1867/1976, 131-137). Any labour, 
however spent in isolation or in cooperation, produces use value that is valuable because it satis-
fies human needs. Such labour can be named “concrete” labour, as it contributes immediately to 
that end. However, when things are produced for exchange, then they have also an exchange val-
ue. Where does this exchange value come from? There must be a kind of labour, he named it “ab-
stract” labour, that produces this value. As Marx’s term suggests, abstract labour and the value that 
it produces are not tangible; rather, he argues that it originates from an abstraction: when two 
products are exchanged, a third moment, namely the exchange value that makes them compara-
ble, arises. This happens just as one can speak of apples and strawberries as fruits, where the 
term “fruits” has the role of the mediating third that makes apples and strawberries comparable. 
The term “fruits” is an abstraction for apples and strawberries. In contrast to apples and strawber-
ries, which are eatable and embody use value, the category “fruits” has no concrete use value. 
Marx says that exchange value originates within an abstraction; however, this abstraction is of an 
uncommon quality. It is not an abstraction in mind; rather it is an abstraction that evolves from the 
marketers’ activities. The exchange process then can consequently be called “abstraction in reali-
ty”, in contrast to common abstractions in mind. The “comparable becoming” of isolated and private 
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workers within the exchange process, or in other words the value creation, is only possible be-
cause societal standards assert themselves within the exchange process. Otherwise, without com-
parison, no exchange would be possible at all. Such standards can be found in the amount of la-
bour that is, on average, necessary to be spent to produce something (Marx 1867/1976, 129f.). 
The average necessary amount of labour, of course, clearly depends on the state of technology 
and the machines that are available for production. For instance, company A produces umbrellas 
and it takes 45 minutes to produce a piece, while company B has introduced new machines and is 
able to produce the same piece in 15 minutes. If both companies would exchange their products 
then both of them would recognize that the value of umbrellas consists of 30 minutes labour time. 
But the companies do not know the value of their umbrellas before the exchange takes place, be-
cause they do not cooperate. Value does not appear before the exchange takes place; it can never 
be predicted beforehand (Marx 1867/1976, 166). The labour that is spent privately with a company 
has value only in relation to labour spent in the whole society (in all companies), and there is no 
institution that organizes the labour that is spent in the whole society. Companies A and B recog-
nize the value of their products (30 minutes average necessary labour time) when they are ex-
changing their umbrellas. They receive the value in exchange for the umbrellas. For them, to be 
concerned with “how much of some other product they get for their own” (Marx 1867/1976, 167), it 
is obvious that their umbrella has this value as a property instead of it being built within a societal 
abstraction process (Marx 1867/1976, 187). The fact that labour creates value and that value is 
only recognisable in exchange and then determines further production is what Marx means when 
he speaks of the “phantom-like quality of value” (Marx 1867/1976, 128). He says:  

“The mysterious character of the commodity-form consists therefore simply in the fact that the 
commodity reflects the societal characteristics of men's own labour as objective characteristics of 
the products of labour themselves, as the socio-natural properties of these things. Hence it also 
reflects the social relation of the producers to the sum total of labour as a social relation between 
objects, a relation which exists apart from and outside the producers” (Marx 1867/1976, 164f.).  

The societal dimension of value creation is thus effectively “hidden” for marketers, but asserts 
itself behind people’s backs (Marx 1867/1976, 135), because exchange value must be in the mar-
keters’ interest. They have exchange value and selling in mind when they start to produce and 
enter markets. Therefore, they adjust their activities according to the expected exchange value 
(Marx 1867/1976, 167). 

The commodity fetish, which means that value is objectified in things, breaks the ground for a 
more highly developed fetishism, the money fetish. When value appears as a property of things, it 
is possible to imagine a specific commodity that objectifies value: money. Within money, exchange 
value and use value fall into each other; the use value of money is the exchange. The transition to 
independence of the law of value then becomes very concrete, and at the same time, the social 
quality of value becomes more “hidden”. The fetish is thus perfected, and in fact, it is increasingly 
perfected in the further establishment of the capital relation. Ultimately, it appears that invested 
money itself begs money (capital fetish). I will come back to the capital relation in the following 
discussion.       

3.4. Privacy and the Mutual Recognition of Private Property Owners  

According to the premises of Marx’s ideology theory, specific practices are related to specific forms 
of thought. In terms of the idea of a universal right to private property, Marx argues that marketers 
must “recognize each other as owners of private property. This juridical relation, whose form is the 
contract, whether as part of a developed legal system or not, is a relation between two wills which 
mirrors the economic relation” (Marx 1867/1976, 178). In the Grundrisse, Marx outlines this in de-
tail. The mutual recognition of private property owners implies equality and freedom that are “not 
only respected in exchange based on exchange values but, also, the exchange of exchange values 
is the productive, real basis of all equality and freedom. As pure ideas they are merely the idealized 
expressions of this basis; as developed in juridical, political, social relations, they are merely this 
basis to a higher power” (Marx 1857-58/1983, 170).  

Freedom is given within commodity exchange, as “individual A feels a need for the commodity 
of individual B, he does not appropriate it by force, nor vice versa, but rather they recognize one 
another reciprocally as proprietors, as persons whose will penetrates their commodities. According-
ly, the juridical moment of the Person enters here, as well as that of freedom, in so far as it is con-
tained in the former. No one seizes hold of another's property by force. Each divests himself of his 
property voluntarily” (Marx 1857-58/1983, 169). Equality is given, since “only the differences be-
tween their needs and between their production give rise to exchange and to their social equation 
in exchange; these natural differences are therefore the precondition of their social equality in the 
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act of exchange, and of this relation in general, in which they relate to one another as productive” 
(Marx 1857-58/1983, 168). 

From the mutual recognition as private property owners, only formal equality between people 
can be deduced; the social status is not affected here. Also, freedom appears as very formal here. 
In Privacy: A Manifesto, Wolfgang Sofsky puts it this way:  

“Exchange among private individuals is the basis for equality and freedom. Trading partners 
recognize each other as equals. Each accepts the other as a subject with his own will. The sales 
contract that they agree to does not establish equality of status or property but rather a voluntary 
relationship between peers. We should not expect more from a society that shields people from the 
pressure of the community and is supposed to put a protective distance between them” (Sofsky 
2008, 85f.).  

In addition to freedom and equality, a third aspect is set within the commodity exchange, name-
ly self-interest: “Individual A serves the need of individual B by means of the commodity a only in 
so far as and because individual B serves the need of individual A by means of the commodity B, 
and vice versa. Each serves the other in order to serve himself; each makes use of the other, recip-
rocally, as his means […] That is, the common interest which appears as the motive of the act as a 
whole is recognized as a fact by both sides; but, as such, it is not the motive, but rather proceeds, 
as it were, behind the back of these self-reflected particular interests, behind the back of one indi-
vidual's interest in opposition to that of the other” (Marx 1857-58/1983, 169f.). 

In summary, Marx’s differentiation between two societal spheres that are necessarily interwoven 
(Marx 1885/1992, 131f., 139, 190) may be helpful also for the theory of ideology. One sphere is 
about producing things and the labour that has to be spent on it. The other sphere is where the 
produced things circulate among people, i.e. the market. Equality, freedom, and self-interest ap-
pear in the latter.  

“It is the exclusive realm of Freedom, Equality, Property and Bentham. Freedom, because both 
buyer and seller of a commodity, let us say of labour power, are determined only by their own free 
will. They contract as free persons, who are equal before the law. Their contract is the final result in 
which their joint will finds a common legal expression. Equality, because each enters into relation 
with the other, as with a simple Owner of commodities, and they exchange equivalent for equiva-
lent. Property, because each disposes only of what is his own. And Bentham, because each looks 
only to his own advantage. The only force bringing them together, and putting them into relation 
with each other, is the selfishness, the gain and the private interest of each. Each pays heed to 
himself only, and no one worries about the others. And precisely for that reason, either in accord-
ance with the pre-established harmony of things, or under the auspices of an omniscient provi-
dence, they all work together to their mutual advantage, for the common weal, and in the common 
interest” (Marx 1867/1976, 280). 

By employing Marx’s theory, I have thus far shown that the properties of the dominant privacy 
notion – competitive individualism, exclusive control, exchangeable private property – have their 
very origin in the commodity exchange. The commodity exchange hides human sociality. Value 
appears as property of things and not as a social relation. Hence, it is important to own things for 
realising their value. But sociality asserts itself behind people’s back and establishes pressures to 
perform that are not controlled by the individuals. They perceive themselves as competitors.  

C.B. Macpherson (1962) detected the great influence of the outlined objective forms of thought 
within the most influential philosophical and political thinking, from Hobbes to Locke, and labelled it 
“possessive individualism”. Possessive individualism denotes a kind of thinking and a social prac-
tice. Within capitalism it is useful and necessary that the individual perceives herself or himself as 
essentially “the proprietor of his own person and capacities, for which he owes nothing to society” 
(Macpherson, 1962, 263) and enters “into self-interested relations with other individuals” (Macpher-
son 1962, 263). The value associated with privacy comes from these kinds of objective forms of 
thought. Admittedly, there has been much critique of this kind of privacy (Habermas 1991, 74; Lyon 
1994, 186, 196; Etzioni 1999, 194), but for the evaluation of these critiques, it is important to keep 
in mind that privacy’s origin in possessive individualism is not arbitrary; rather, this style of privacy 
originates from material, capitalist practices. There are also several newer privacy theories that do 
not proceed from the liberal individualistic point of view (for instance: Solove 2008, 91-98); howev-
er, the dominant mode of production in society remains bound to that point of view. We cannot 
simply define privacy differently without leaving social practices as they are. 

3.5. The Political Aspect: Privacy and Class Domination 

Ideology was defined as a specific form of human association that evokes a false consciousness 
and a structure of political domination. I have shown that it is in the associational form of commodi-
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ty exchange that ideology is falsified and thus makes privacy one-sided and individualistic. But 
what about the political dimension of ideology? I am stuck for an answer that addresses why ideol-
ogy and therefore ideological notions of privacy are tied to implicit class domination and are there-
fore problematic. Marx gives an answer to this question within his capital theory. It is important to 
stress that there is a logical unity between the value theory and capital theory in Marx. The unity 
exists because commodity exchange and exploitation take place in capitalist reality at the same 
time. This means that commodity exchange and its objective forms of thought are necessarily in-
terwoven with capitalism, i.e. we cannot separate them. And it also means that the dominant notion 
of privacy is related to the maintenance of political domination. 

Marx describes capital as self-processing value (Marx 1867/1976, 257); in short, ‘M-C-M’: in the 
sphere of circulation, money (M) is invested for a specific commodity production (C) and results 
then, if the sale was successful, in more money (M’). Why are investments profitable? Marx gives 
the following answer. Self-processing value is possible due to the commodification of the work-
force. The workforce is a certain commodity as it is able to produce more value than it costs to 
reproduce. For instance, food and opportunities for regeneration, such as free time, sleeping, etc. 
that have to be produced, are reproduction costs of the workforce. The difference between these 
costs and the surplus produced by workers is appropriated by the buyers of the workforce. In this 
manner, capitalists are steadily able to appropriate the societally-produced surplus by workers. 
They become therefore richer and more powerful than workers. Consequently, a structural class 
division in society becomes inevitable.  

Why is such appropriation legitimate? It is legitimate because the principle of equivalence, “do 
ut des”, “I give that you may give”, no one cheats anyone, remains intact and therefore the mutual 
recognition as private property owners is not affected. On the contrary, fair commodity exchange – 
and therefore the ideological notion of privacy – is presupposed for a capitalist class society. Not 
surprisingly, class society affects the privacy issue, as argued in section 2.  

Marx argues that besides commodity exchange, i.e. labour performed privately and in isolation, 
capitalism needs to work out “a complete separation between the workers and the ownership of the 
conditions for the realization of their labour” (Marx 1867/1976, 874). In the prehistory of capitalism, 
this separation took place through a violent process of expropriation of great segments of the popu-
lation, to which Marx refers as “primitive accumulation of capital” (Marx 1867/1976, part eight). 
Thereby, workers were set free, but this “liberation” was of ambiguous character. It resulted in a 
dual sense of freedom (Marx 1867/1976, 270-272), namely, workers are free of personal depend-
ences, for instance, from their overlords in feudalism, but also free from the ownership of the condi-
tion for the realisation of their labour. Workers are on the one hand free to engage in contracts. 
This freedom is precisely the freedom of commodity exchange. On the other hand, workers are 
forced to engage in contracts and to sell their labour power on the markets to make ends meet. 
This freedom is also set in commodity exchange as it is a freedom to choose regardless of one’s 
social status. Hence, workers are forced to maintain their status as a subaltern class because the 
capitalist can steadily appropriate the societal surplus that is produced by the workers (Marx 
1867/1976, 729f.). This fair exploitation process is, according to Marx, a structural reason for domi-
nation in society. 

The capitalist quality of society as class society is expressed by the right to have others work for 
you and the right to private property in labour’s terms of realisation. These rights are identified with 
the right to private property in general in an ideological manner (Macpherson 1978). Today’s uni-
tary legal frameworks for different sorts of private property are only possible because commodity 
exchange and appropriation of societally produced surplus are not divisible (Römer 1978, 140). 
The universal right to private property, to use, abuse, alienate or exchange something, and the 
right to receive the fruits that the usage of something generates, does not matter if only the things 
owned are needed for life, or the conditions within which labour can be realised (means of produc-
tion) are private property, or if private property is extended to the labour force (Munzer 2005, 858).  

In terms of privacy, Niels van Dijk (2010, 64) points to an interesting difference in legislation be-
tween Europe and the U.S. While in the U.S. tradition, personal data is predominantly seen as a 
commodity and therefore exchangeable (privacy as property), in Europe there is “little room for 
propertization of personal data” (van Dijk 2010, 64), because privacy is conceptualized as a perso-
na right and important for the individual’s dignity (McGeveran 2009; Shepherd 2012). But human 
dignity is generally seen as inalienable. In the discussion on the question whether privacy should or 
should not be alienable, exchangeable, and tradable on the markets, it is crucial to understand that 
in capitalism any commodification process presupposes rights that cannot be alienated or ex-
changed. The labourer must not become a slave, cannot alienate his or her whole person because 
this would reverse the double freedom of the labourer (Pateman 2002, 33). This is a feature of 
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capitalist progress in comparison to previous forms of society. According to Marx, this means that 
domination, which still exists, is mediated through basic freedoms of the individual. Macpherson 
(1962, 264; see also Pateman 2002) argues that alienability of the labour force presupposes itself a 
universal, inalienable right of self-ownership that originates from the practice of commodity ex-
change and contains, as already outlined, the circulation sphere-based rights of freedom, equality, 
property, and self-interest (Marx 1867/1976, 280). In terms of privacy, I conclude that approaches 
to privacy as an inalienable right may be helpful but are ultimately not sufficient to be an alternative 
to capitalist class domination particularly if they operate with the notion of autonomy and privacy as 
self-possession.  

Carole Pateman argues that the double freedom assigned to the worker in capitalism is a “polit-
ical fiction” (Pateman and Mills 2007, 17f.) since the inalienable part of the individual that enters 
into employment contracts cannot be separated from the individual’s alienable aspects. When em-
ployers buy work force, it is demanded that the worker brings in his or her knowledge, skills, etc., 
which in fact is his or her person. Labour cannot be separated from person-being and person-
becoming (Marx 1976, 283). The same applies to privacy and personal data. It is a fiction to as-
sume that users can exchange their personal data and that this exchange would not affect their 
person, which also has to be conceptualised as non-alienable in order to speak meaningfully of 
free and voluntary exchanges on privacy markets. Pateman argues that contracts, although en-
tered voluntarily, enable superiority and subordination. Hence, there is also a subordination of the 
users at stake when they accept commercial SNSs’ terms of use. Such subordination is a precondi-
tion for exploitation and class domination ultimately. Ellerman refers to this fiction as a “person-
thing mismatch” (Ellerman 2005, 463) as if aspects of personality could be alienated like things. 
The political fiction of severability of person and work force or person and personal data can easily 
be understood as ideology and fetishism in the sense that I have outlined it here. 

Whereas privacy can, though ought not, be seen as an inalienable right, private property rea-
sonably cannot (Andrew 1985, 529; Pateman 2002, 20-21; Litman 2000, 1295-1297). The closer 
privacy comes to private property, the more privacy is alienable or exchangeable, becoming itself a 
commodity. It does then not only contribute to the capitalist ideology, but also directly to exploita-
tion. In Table 1, I summarise what we can learn from Marx in terms of understanding privacy in 
(informational) capitalism. 

 

ideology	  

societal	  sphere	  of	  
circulation	  

privacy	  as	  aspect	  of	  self-‐ownership/	  
privacy	  as	  inalienable	  right	   	  

equal	  and	  free	  private	  property	  owners	  

labour	  force	  commodity	   privacy	  as	  private	  property/	  priva-‐
cy	  commodity	  

societal	  sphere	  of	  
production	   classical	  exploitation	   new	  forms	  of	  exploitation	  

	   appropriation	  of	  societally	  produced	  surplus	  and	  class	  domination	  

Table 1: Ideological privacy and privacy as commodity in capitalism 

Dominant theories of privacy, focussing on individual control and exclusion of others, are ideologi-
cal as they originate from commodity exchange while hiding individuals’ sociality. They are part of 
circulation sphere-based objective forms of thought that contain the mutual recognition of market-
ers as free and equal private property owners. Such freedom, equality, and lastly privacy, however, 
do not contradict exploitation and class division in society that take place in the sphere of produc-
tion. In a circular movement, class status has then again a constraining effect on freedom, equality, 
and privacy. If privacy may be seen as exchangeable private property, privacy itself can in addition 
to labour force become a commodity and therefore part of the exploitation process. It contributes 
then directly to class divisions in society. Such newer forms of exploitation, based on economic 
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surveillance, are described shortly in the next section, where Diaspora* is compared to profit-
oriented SNSs, such as Facebook and Google+.  

4. Evaluating Diaspora*’s Alternative Potential 
As the privacy issue is a core issue in Diaspora*’s self-image, evaluating Diaspora*’s alternative 
potential must include not only evaluating its mode of production, but also a critical evaluation of 
privacy as a whole. In the following, I will interlink both issues. 

Christian Fuchs has outlined how we can analyse capital accumulation on SNSs in Marxian 
terms (Fuchs 2012, 143-146). Facebook’s and others’ capital accumulation strategy is mainly 
based on the targeted advertising business model, which means that they engage in exchange 
contracts with the advertising industry. The owner buys technical infrastructure, such as server 
parks and software components, as well as labour force, such as accountants, software developer, 
etc, and produces the SNS on which users can interact. While people use the site for different rea-
sons, such as getting news, providing information, staying in touch with friends, making new rela-
tions, or organising events, they produce a wide range of data. These data, which include for in-
stance socio-demographic information and consumer preferences deduced from users’ browsing 
behaviour, are then sold to advertisers. Whereas traditional forms of advertising are directed to 
broad groups of potential buyers, targeted advertising is tailored for exactly defined and differenti-
ated groups, or even single consumers. This demands more detailed, exact, and differentiated 
knowledge of the users’ needs and (buying) behaviour, which can be provided by the owner of 
SNSs. The SNSs’ business model is based on the secondary use of user interaction for commodi-
fication and valorisation purposes (Smythe 1989; Fuchs 2011a). The economic reason why profit-
oriented SNSs develop massive systems of user surveillance and store “literally everything”, as a 
Facebook employee has admitted (Wong 2010), lies therein. Users’ interests in privacy can only be 
considered where the need for privacy does not inhibit SNSs’ profit interests. In fact, commercial 
SNSs commodify users’ privacy. They often do it without users’ explicit consent, when they hide 
their profit-orientation behind the social value of networking. Today, SNSs are increasingly com-
pelled to respect users’ privacy through legal investigations, public pressure initiated by privacy 
movements, and alternative SNSs such as Diaspora*, but this does not mean that commercial 
SNSs have to abjure the targeted advertising model. Commercial and advertising funded SNSs 
need users who have control over their data and are able to exchange their privacy for the usage of 
the platform voluntarily by agreeing to the terms of use. For them, in order to maintain newer forms 
of exploitation, the challenge is not to fight against privacy at all; rather, they can support privacy if 
it is – as an analogy to labour force - related to private property, and hence alienable or exchange-
able. It seems that simply upholding privacy is not the right move in order to challenge surveillance  
(Nock 1993, 1; Lyon 2005, 27; Stalder 2002).  

Diaspora* breaks with this advertising model based on privacy as commodity; hence, it protects 
its users and their personal data from exploitation: “Yet our distributed design means no big corpo-
ration will ever control Diaspora. Diaspora* will never sell your social life to advertisers, and you 
won’t have to conform to someone’s arbitrary rules or look over your shoulder before you speak” 
(Diaspora 2011c; emphasis in original). Gary T. Marx reminds us that “privacy for whom and sur-
veillance of whom and by whom and for what reasons need to be specified in any assessment” 
(Marx 2012, vii). Due to its distributed infrastructure and its funding model that is not based on ad-
vertising, one can argue that Diaspora* practically provides an alternative concept of privacy 
(Fuchs 2012, 153f.). Diaspora* sees “privacy as collective right of dominated and exploited groups 
that need to be protected from corporate domination that aims at gathering information about work-
ers and consumers for accumulating capital, disciplining workers and consumers, and for increas-
ing the productivity of capitalist production and advertising” (Fuchs 2011b, 232). 

While I agree that Diaspora* practically avoids commodification of privacy and the exploitation 
of users, I nevertheless see some constraints for an alternative non-ideological notion of privacy 
that follows from my preceding analysis. Not only is treating privacy as commodity a problem but it 
should also be taken into account that conceptualising privacy as an aspect of self-ownership is 
ideological and cannot be separated from exploitation in capitalism. In fact, although Diaspora* is 
directed against newer forms of exploitation of users’ privacy, its recourse to privacy remains 
bound to exploitation in general as it confirms exploitation’s ideological premises – the possessive 
individualistic ideology. I shall provide evidence for such a claim.  

 In its various self-descriptions Diaspora* prominently states: It “is the social network that puts 
you in control of your information. You decide what you’d like to share, and with whom. You retain 
full ownership of all your information, including friend lists, messages, photos, and profile details” 
(Diaspora* n.d.b; my emphasis). Here, two aspects are intertwined: Diaspora* refers to a specific 
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notion of privacy (“puts you in control of your information”) and relates the promise of user control 
to property (“You retain full ownership of all your information”).  

Dominant privacy theories stress the individual’s control over access to personal information 
and are deeply rooted in people’s minds and their practical role as marketers. Privacy-aware users, 
who see commercial SNSs as associated with privacy invasive behaviour, are surely attracted by 
Diaspora*’s privacy statement. One consequence of privacy theories stressing the individual con-
trol aspect is that they avoid objective constraints of the individual’s power to control and decide. 
The public good finds no consideration here. Another alternative SNS in the making, TheGlob-
alSquare, which is associated with the “occupy” movement (Roos 2011), also relates to the privacy 
discourse. It makes more substantial claims about what privacy is and what it is not: “Individuals 
have a right to privacy as part of the rights they brought from a state of nature [...]. Organizations 
and actions which affect the public are not protected by any such rights” (Marsh 2012). Here, indi-
vidual control is not seen exclusively and this example proves that Diaspora* could also behave 
differently in its recourse to the value of privacy. As far as I can see, in its various self-descriptions, 
Diaspora* does not propose any qualification of privacy that can constrain exclusive individual con-
trol and is therefore likely to fit into the dominant theories of privacy. Diaspora* mobilises the power 
of the individuals and their privacy – for which they think that they owe nothing to society – against 
economic surveillance. So, it challenges successfully the economic foundations underlying privacy 
threats, but does not challenge privacy as a possessive individualistic concept. 

On the contrary, Diaspora*’s focus on privacy is accompanied by stressing the relevance of 
ownership. Concepts of ownership or private property support the exclusive and individualistic no-
tion of privacy. Here again, Diaspora* reacts to commercial SNSs. Facebook, for example, states in 
its terms of use that users grant Facebook “a non-exclusive, transferable, sub-licensable, royalty-
free, worldwide license to use any IP [intellectual property] content that you post on or in connec-
tion with Facebook” (Facebook 2011). In the case of Diaspora*, such a license is not possible. 
However, in the same passage, Facebook also states that “you own all of the content and infor-
mation you post on Facebook, and you can control how it is shared through your privacy and appli-
cation settings” (Facebook 2011). Is the notion of ownership then so appropriate for an alternative 
to capitalist SNSs? I think it is not and the relationship between privacy as commodity (the Face-
book license for instance) and privacy as an aspect of self-possession (Diaspora*’s notion), which 
has been outlined above, gives grounds for holding a sceptical view. Diaspora*’s vision of privacy 
protection is, as outlined in the first section, essentially based on the individual opportunity to 
change pods/SNS-provider. Users need ownership of their data in order to migrate them from pod 
to pod: “And because your information is yours, not ours, you’ll have the ultimate power — the abil-
ity to move your profile and all your social data from one pod to another, without sacrificing your 
connection to the social web” (Diaspora 2011c; emphasis in original). Assuming that Diaspora* will 
never be able to outdo Facebook in terms of provided features and network effects in the view of 
the majority of SNSs users, users may then voluntarily decide to sell their privacy on Facebook or 
Google+ and they are indeed able to do this as they have exclusive control and ownership of their 
privacy. Exactly, these premises of the privacy commodity exchange are also propagated by Dias-
pora*. The dominant theoretical privacy concept cannot provide reasons why users should not be-
have like this.  

At this point of Diaspora*’s evaluation, it may be useful to remember Marx’s “leading threat” of 
investigation expressed in the previously quoted passage from the preface to A Contribution to the 
Critique of Political Economy, where he refers to the relation between the entire economic founda-
tion of society and the more or less rapidly transforming superstructures within which humans be-
come conscious of conflicts and fight them out. The focus on privacy, as it is dominant in capital-
ism, may result from Diaspora*’s multi-faceted embeddedness in capitalist structures. 

There is capital accumulation related to copyleft. On the one hand, copyleft products can be 
used for free in order to produce non copyleft products. For instance, machines that produce um-
brellas can be operated on behalf of free and copyleft software. The producer of umbrellas does 
not have to pay for that kind of software although it contributes as means of production to his or her 
capital accumulation. In this case, an intensive exploitation of the labour that was once spent on 
the copyleft product takes place. The producer of umbrellas saves the money that he or she would 
otherwise have to pay for the machine’s operating software. On the other hand, copyleft products 
are attractive for users as they cheap, widely cheaply accessible and have a high quality since a 
huge pool of co-operative labour builds them. Copyleft products are also often more flexibly adapt-
able to specific purposes. This appeal can be used for capital accumulation indirectly. Commercial 
firms may offer services that are related to copyleft products. For instance, a producer of umbrellas 
pays another firm that collects and aggregates suitable copyleft components for running umbrella-
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producing machines. In this case, it is not the labour spent on producing the copyleft product that 
contributes directly to capital accumulation, but rather the labour spent on collection and service. I 
argue that copyleft production is indeed opposed to capital accumulation. However, at the same 
time, it allows for newer forms of exploitation that can be much more intensive - the producer of 
umbrellas pays nothing for the use of copyleft products, but these products enable him to realise 
surplus through selling the umbrellas.  

A major problem in this context is that copyleft is not the dominant principle of production; ra-
ther, it can be understood as an expression of a transforming economic foundation in a partial 
realm and therefore capital accumulation can behave parasitical to copyleft production. Diaspora*’s 
mode of production is bound to the immaterial or informational realm. In terms of political economic 
theories of this realm, it can be differentiated in terms of three approaches, as Fuchs (2009, 79) 
argues. A neoliberal position wants to take back peer-production by enforcing intellectual private 
property rights and the principle of exclusion. A social democratic position sees advantages in initi-
atives such as Free Software and Diaspora*, but seeks to establish a kind of dual economy. 
Pedersen calls this position “information exceptionalism”. Informational exceptionalists reject prop-
erty rights in the intangible realm, but do not challenge them in the tangible realm: “The market is 
good for humanity, as long as it behaves nicely in cyberspace” (Pedersen 2010b, 105). A way to 
explain the difference between the two positions is to understand informational exceptionalists as 
representing a distinct group of capital interests. While there are corporations making profit by en-
forcing intellectual private property rights, there are other corporations, such as Google, which gain 
profits without enforcing intellectual property rights but are ultimately dependent of private property 
rights in the tangible realm (Söderberg 2002).  

A third position mentioned by Fuchs (2009, 79) aims to transcend capitalism and sees the in-
tangible realm as a germ form of a new mode of production for the whole society – also within the 
tangible realm. At the same time, this position always stresses the fragility of peer-productions by 
pointing to their dependence on dominant capitalist social relations (Barbrook 1998/2005). In terms 
of Diaspora*’s mode of production, the following argument made by Söderberg can be applied. It is 
“a prerequisite of free programming [...] that those involved are sustained outside of market rela-
tions. Hackers are generally supported financially in diverse ways – by their parents, as students 
living on grants, as dropouts getting by on social benefits, or even employees within computer 
companies – and their existence is linked to the burgeoning material surplus of informational capi-
talism” (Söderberg 2002). Also, the donation funding system applied by Diaspora* remains embed-
ded in capitalist structures. The value objectified in money donations has to be produced in capital-
ist structures. Capitalists themselves may donate out of idealistic reasons, but probably most of the 
donations stem from wage labourers. One can glean from an interview with the Diaspora* founders 
that there are different meanings among the project team on whether Diaspora* will and should 
make money in the future (Nussbaum 2010). Software contributors to Diaspora* cannot live without 
an income and the project’s fund of donations is finite (Diaspora* 2011a), which is a general prob-
lem that all alternative media are facing. Hence, “the team has spoken to venture capitalists and 
others who want in on the project, although so far, they have remained independent”, as reported 
in a New York Magazine article on Diaspora* (Nussbaum 2010). 

Interestingly, in this context of capitalist embeddedness, Diaspora*’s mode of production itself 
offers at least a gateway to suspend the copyleft principle and allows capital accumulation more 
directly. Besides using a copyleft license (GNU Affero General Public License), which makes it and 
all adoptions of it free software and ensures or even extends the alternative mode of production, 
Diaspora* also uses a compatible but different kind of license (MIT/x11 license). The difference 
between both licenses is that the latter is not “viral” or self-protecting. That means Diaspora is al-
lowed “to license general-use components of the Diaspora™ Software (e.g., parsers for standard 
formats, libraries implementing standard protocols, etc.)” not protected by copyleft (Diaspora* 
2011b). Indeed, the software code cannot be used directly for proprietary and profit-generating 
reasons, although indirectly it can (Fitzgerald 2006, de Laat 2005).  

The preceding evaluation of Diaspora* has shown that the project and its alternative mode of 
production are open to be exploited by capitalist modes of production and capital strategies in the 
informational age (Chopra and Dexter 2006).  

Diaspora* performs practically an alternative concept of privacy that protects users from com-
modification, but at the same time does not aim at an alternative to a possessive-individualistic 
privacy notion. As such, this is not contradictory and may rest with Diaspora*’s multi-faceted - wil-
fully or not – embeddedness within capitalist structures that are dominant in society and remain 
dominant in people’s minds. However, in order to strengthen the alternative quality of Diaspora* 
and other non-commercial SNSs, the privacy issue and its possessive individualistic capitalist coin-
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age should be rethought and not simply be permitted to enter the discourse about alternative 
SNSs.  

5.    Conclusion 
Diaspora* challenges commodity production; hence, it challenges capital accumulation in the realm 
of SNSs. Its alternative and cooperative mode of production provides, according to ideology theory, 
a base for thinking about an alternative notion of privacy. I have argued that an alternative notion of 
privacy demands grounding in alternative material practices since the dominant notion of privacy is 
associated with commodity exchange. Thinking about an alternative notion of privacy instead of 
abandoning it is relevant and worthy as privacy, although predominantly occupied by possessive 
individualistic concepts such as exclusion and private property, also represents the basal human 
need of individuality that cannot be meaningfully denied by any alternative form of society. As far 
as I can see, there is no positive Marxist theory of privacy and I cannot provide one here. Marx’s 
focus on a negative critique of capitalism first and foremost aims to abolish social structures that 
inhibit human potentials and creativity. Following this tradition, Fuchs (2011b) and Allmer (2011) 
provide some critical remarks for a socialist notion of privacy. I tried to apply myself Marx’s nega-
tive critique on capitalist ideology and private property to privacy, following the often mentioned 
connection between both of the latter terms. 

However, an alternative vision of privacy must contain more than an opposition to societal rela-
tions of inequality; rather it should constructively theorise the value of privacy alternatively and 
based on a “social conception of individuality” (Pateman 1989, 136). It is an important theoretical 
task to reflect on an alternative relation between the individual and society and various approaches 
that take seriously the critique of individualistic privacy notions are taking this path (for instance: 
Solove 2008, 91-98; Cohen 2012). Unfortunately, these approaches do not engage with Marx’s 
profound analysis of capitalist domination structures. In his fetish analysis, Marx has shown that the 
individual, following the commodity exchange induced assumption that he or she owes nothing to 
society, cannot get rid of society. Society asserts itself behind individuals’ backs and predetermines 
their behaviour. Accepting and consciously shaping sociality would be the better option. Taking 
privacy as an individual claim that excludes others and is raised against society from the outset 
thus makes no sense at all. Privacy can only be a “societal license” (Etzioni 1999, 196). It is a col-
lective task on how best to satisfy individual privacy needs, such as a home, being alone, silence, 
reflection, recreation, freedom of expression and decision-making, personal and intimate relations, 
trust and respect, secrecy, and protection from harm. Pure subjective control theories of privacy 
should be rejected. Instead, comprehensive democratic structures are required to enable individu-
als to effectively shape their privacy license in association with others. However, privacy is then not 
my property and I cannot exchange it and contract it out; it is then a collectively achieved individual 
value that I can only claim as a member of society. Understanding privacy as an aspect of self-
possession then makes no sense. It should be conceptualised as an inalienable collective right.   

Objective notions of privacy as an outcome of conscious association are needed, and Diaspora* 
has practically developed one: it is based on the idea of privacy for SNS users that challenges 
economic surveillance. As a consequence, the idea of the exploitation of users and the commodifi-
cation of data, as done by Facebook and Google+, is rejected. Contributors to Diaspora* are asso-
ciating themselves consciously, not mediated by commodity exchange, but on behalf of copyleft. 
They have created an objective notion of privacy in and through their practices. This is vital since a 
basal assumption of Marx was that there would be no individuality, freedom, autonomy, and privacy 
as long as there is systematic exploitation and class domination in society. It turns out that what is 
easier to accept as a starting point for theory, i.e. a societal concept of privacy, is much harder to 
achieve for Diaspora*, although some consequences of this concept are already realised in Dias-
pora*’s opposition to exploitation. Diaspora* provides an alternative to privacy commodification and 
user exploitation, but its struggle is fought out on the ideological battlefield of privacy which is not a 
neutral one, and is rather predetermined by possessive individualistic thinking that objectively con-
tradicts Diaspora*’s alternative goals. Diaspora* refers to ownership and individual control exactly 
because these are the most powerful means of action in capitalism. I have introduced views, such 
as informational exceptionalism, that welcome changes in the intangible mode of production, but do 
not challenge capital accumulation in general. Sticking to possessive individualistic premises, albeit 
in terms of privacy, may ultimately refer to an immanent transformation of capitalism that reproduc-
es the overall system rather than to a real alternative to it.    

The challenge for a Marxist theory of privacy and for alternative SNSs, such as Diaspora*, is to 
thoroughly disentangle privacy from private property (Goldring 1984, 321f.) in such a way that pri-
vacy neither appears as a commodity itself nor contributes to the ideological premises of commodi-
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ty production and capital accumulation. A material base for such thinking can already be found in 
Diaspora*, copyleft, and projects of a similar nature. 
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